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Motivation

B Attorney makes business deal 7=
. " I, hereby, declare t "y,
o ...on behalf of the client g{woos,re”éogfaff‘r)gﬁiy }

© Privacy property {" for this device." })

® Medical files
o Doctor creates template containing all data
0 Patient can black-out critical parts

B Governmental organizations publish forms

O to be signed by any citizen
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Blank Digital Signature Scheme

B Proposed in [HS13]
® Combination of
o Conventional Digital Signature Scheme
m Providing a warrant for the delegation
o Polynomial Commitments
m Templates and messages bound to commitment

Optimized version of [KZG10]

Based on pairing friendly elliptic curve groups

Hiding Commitments — privacy property
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Encoding

m Template 7 = (Tq, Tz, ..., Tp) with T; = {M;
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® Message M = (M;)iL,
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Encoding

B Template 7 = (7-17 To, ..., Tn) with T; = {/M,‘1 , Miz? RN M,‘k}
7 > 1 for exchangeable elements
| | =
/ = 1 for fixed elements
® Message M = (M;)7,
T = M =
({"1, hereby, declare to pay "}, ("I, hereby,declare to pay ",
{"100%","120%","150%" }, ’ "120%",
{" for this device." }) " for this device.” )
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Encoding (2) - Template Encoding Polynomial

Fixed element
/ Exchangeable element

t(X) = \

(X = H(My[lid7[[1)) - (X =H(Mg,|[id7[|2)) --- (X = H(My|fid7]|n))
(X H(My, fid7[2)) /
(X _ H(MngldTHz)) Fixed element

m ... collision resistant hash function
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Encoding (3) - Message Encoding Polynomial

(X = H(Mylid7|[1)) - -+ (X = H(My|id7[n))
(X = H(My,|lid7]|2))

m ... collision resistant hash function
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Encoding (4) - Complementary Message Polynomial

(X H(My,fid][2) -+

(X = H(Mz, [[id7[[2))

m ... collision resistant hash function
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Scheme

® Sign:
o Commit to template encoding polynomial {(X) — C;
o Designation

m Sign C; and identity of proxy — DSS
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Scheme

® Sign:
o Commit to template encoding polynomial {(X) — C;
o Designation
m Sign C; and identity of proxy — DSS
m Verify (only for proxy):
o Recompute commitment and compare

O Verify designation — DSS
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Scheme (2)
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Scheme (2)

B Inst:
0 Choose final values
m for exchangeable elements

o Compute message encoding polynomial m(X)
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Scheme (2)

B Inst:
0 Choose final values
m for exchangeable elements
o Compute message encoding polynomial m(X)
t(X)

= Commit to: m(X) = 755 — Cm

® Thus, m(X) - m(X) = t(X) and “Crn @ Cs = C’
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Scheme (2)

E |nst:
0 Choose final values
m for exchangeable elements
o Compute message encoding polynomial m(X)
0 Commit to: m(X) = % — Crm
m Thus, m(X) - m(X) = t(X) and “C» ® Csy = C¢’"

o Sign Cz — DSS
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Scheme (3)

m Verify \, (public):

o Compute commitment to message encoding polynomial C,
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Scheme (3)

m Verify \, (public):
o Compute commitment to message encoding polynomial C,

o Check Cn ® Cor = Cy
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Scheme (3)

m Verify r( (public):
o Compute commitment to message encoding polynomial Cp,
O Check Cpy ® Cy = Ct
o Verify designation, signature over C;, C;; — DSS
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Optimizations

® Original protocol uses inefficient symmetric pairings
e:Gy x Gy — Gr, with G4 = G»

B Asymmetric Type-3 pairings (G1 # Go»)
0 Duplicating some points
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Optimizations

® Original protocol uses inefficient symmetric pairings
e: Gy x G — Gr, with Gy = G»
B Asymmetric Type-3 pairings (G1 # Go»)
o Duplicating some points
® Computations in Go more expensive

0 Moving G, computations to instantiation step Inst
o Verify  fast

® Aggregation of fixed elements
2 X — H(idr || M[[1][M][2]] ... . [[Mn][n)

® Optimizations preserve the security
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Implementation Aspects

B |ntegrated within Java Cryptography Architecture
O Key generation: KeyPairGenerator implementation
O Sign, Verifyr: Signature
O Inst, Verifyrq: Signature
® Using PKIX
O Integration of public keys in X.509 certificates
0 KeyFactory implementations for X.509 key extraction
o Revocation mechanisms of PKIX can be employed
® Two example signature formats
o XML
o PDF
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PDF Signature Format
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Performance

® BNPairings library by Geovandro and Barreto [GB12]
0 Optimal Ate pairing on BN Curves
0 256 bit group size
® Timings performed on a single core of a
O Lenovo ThinkPad T420s
O Intel Core i5 2540M with 2.6/3.3 GHz
o 8GB RAM
0 Java 1.7.0.55 on top of Ubuntu 14.04/amd64
m Different template constellations

B ... and numbers of elements
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Performance (2)
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Conclusion

® Optimized BDSS
® Integration into JCA and PKIX
® Two signature formats
o PDF forms — practical applications
O Integration of XML format into XMLDsig or XAdES
m XAdES-A — long term validation
® Fully feasible for practical use
o0 100 elements — each step < 180ms
® Future Work
o Comparison to BDSS from anonymous credentials [DHS14]

O Integration of BDSS into PDF reader plug-in
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Thank you.
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